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1. INTRODUCTION IEEE
Transportation ISIE
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1. INTRODUCTION IEEE

ISIE
2025

Automotive Cybersecurity refers to use of
technologies, processes, policies, and best
practices to protect vehicle electronic systems,
software, communications, and data against
malicious attacks, unauthorized access, and
manipulations.
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1. INTRODUCTION IEEE
ISIE

Automotive Cybersecurity involves safeguarding the entire automotive ec:osysten%ezs
which includes:

a) Electronic Control Units (ECUs), complex hardware, and diagnostic interface

b) In-vehicle networks and communication buses (e.g., CAN, LIN, FlexRay, Automotive Ethernet...)

c) External interfaces (e.g., Bluetooth, G4/G5, Wi-Fi, V2X)

d) Cloud backends and mobile applications connected to the vehicle

e) Over-the-Air (OTA) update infrastructure

It focuses on detecting, preventing, and responding to attacks that could lead to:
a) Malicious attacks and unauthorized vehicle control

b) Data theft or privacy invasion (EV and EVSE)

c) Disruption of Advanced Driver Assistance System or Autonomous Driving features

d) Physical safety risks to passengers and surrounding traffic
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1. INTRODUCTION IEEE
ISIE
2025

Adware Trojan
) Spyware Worms )
€ Cryptojacking Rootkits )
£) Malvertising Backdoors ()

We experience nowadays cyber attacks on our devices like
personal computer, mobile phone, and so on.
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2. MOTIVATION IEEE

ISIE
2025

|o‘ 26262 e N HW & SW Faults on IC wire or stack overload ISO 26262
Functionality Fails to detect a child crossing in poor lighting ISO 21448
Cyber Attacks Malicious attack or unautorized access ISO 21434
Mitigation

ISO 21448 or SOTIF

Road Vehicle with ADAS can handle
AEB - Autonomous Emergency Brake
Camera

ISO 21434
can handle

ISO 26262
can handle

\ Fault or Failure
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2. MOTIVATION IEEE

Cash withdrawal and banking services Electric vehicle charging and payment
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3. REAL-WORLD PROBLEMS IEEE

ISIE
1. CAN Bus Spoofing and Injection Attacks E mmmmm & 2025
2. Over-the-Air (OTA) Software Update Vulnerabilites &
3. Keyless Entry and Relay Attacks ¢ e
4. V2X Communication Vulnerabilities (Fake Traffic Messages) aa ﬂ
5. Al-Based Perception Systems under Adversarial Attacks
eeeeeeeeeeeeeeeeeeeeee @a :
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3.1. CAN BuUs SPOOFING AND INJECTION ATTACKS IIFslliE

 Problem: 2025

The CAN Bus, still widely used in most vehicles, but the lack of inherent message authentication
and encryption, make it vulnerable to spoofing, replay, and injection attacks.

« Example:

In recent security demonstrations (e.g., 2019 Tesla CAN Bus Hack and other research studies on
Jeep and BMW), researchers successfully injected spoofed CAN messages to control vehicle
functions like braking and steering.

« Mitigation Strategies:

Implement CAN Intrusion Detection Systems (IDS) with
anomaly and behavior-based monitoring.

Use CAN message authentication protocols (e.g., SecOC
from AUTOSAR).

Transition towards CAN-FD with enhanced security
extensions or move to Automotive Ethernet where possible.
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3.2. OVER-THE-AIR (OTA) SOFTWARE UPDATE VULNERABILITY IEEE

ISIE
 Problem: 2025
Vehicles with OTA capabilities are vulnerable to Man-in-the-Middle (MitM) |
and firmware tampering attacks, where attackers may inject malicious code  weregement |TEH
during update processes.
« Example: sl ot
In 2021, researchers from Karamba Security highlighted vulnerabilities in M
OTA pipelines that could lead to remote exploitation in several OEMs if not Soud é.
properly secured. ereneeens e o
. Mitigation Strategies: ® ® e @
Enforce End-to-End Cryptographic Signing and Verification of OTA Emb:dded - v

packages.

Implement protection, ensuring vehicles only accept newer and verified
firmware.

Deploy secure boot mechanisms.

N\
o = A
= =
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3.3. KEYLESS ENTRY AND RELAY ATTACKS IIEIIEE

 Problem: 2025

Keyless entry systems are widely exploited through relay attacks, where attackers extend the
communication range between the key fob and the vehicle.

 Example:

The "Relay Attack on Tesla Model S" (2020) and similar attacks on BMW, Audi, and Mercedes
showed how criminals could open and start vehicles without physical access to the key.

« Mitigation Strategies:

Use Ultra-Wideband (UWB) technology for distance
bounding and precise location verification.

Apply RF signal anomaly detection.

Implement motion sensors in key fobs (disable response
when stationary for long periods).
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3.4. V2X COMMUNICATION VULNERABILITIES IIF.SEE

 Problem: 2025

V2X communications (DSRC, C-V2X) open new cyberattack surfaces where fake messages (e.g.,
false collision warnings, fake traffic congestion alerts) can disrupt traffic safety.

 Example:

In 2022, researchers showed that malicious V2X broadcasts could force vehicles to apply emergency
braking or cause route deviations.

 Mitigation Strategies: a

. . . . @“ Road Side Unit
Enforce PKIl-based authentication and message signing . - WithiSecy
(SCMS for DSRC, 5G-V2X PKI models). A T S B - E
Deploy V2X Intrusion Detection and Anomaly Filtering at @ ‘ m e
the Onboard Unit (OBU) level. wnide 0
Design robust misbehavior detection algorithms within T
V2X stacks. e
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 Problem: 2025

ADAS and Autonomous Vehicles increasingly rely on Al-based perception systems (e.g., YOLO,
CNNs for object detection), making them vulnerable to adversarial perturbations like altered stop
signs or lane markings.

 Example:

In 2020, academic studies showed that by applying small, imperceptible changes to stop signs (e.g.,
adversarial stickers), vehicles with Al-based detection systems could misclassify them, leading to

safety risks.
« Mitigation Strategies:
Integrate adversarial training techniques during Al model development.

Use sensor fusion (e.g., Radar + Camera) to cross-check detections.

Implement runtime monitoring and out-of-distribution detection to flag
suspicious inputs.
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5. VULNERABILITIES AND ATTACK POINTS
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5. VULNERABILITIES AND ATTACK POINTS IEEE

ISIE
Vehicle Dashboard 2925

Bluetooth
Motivations for hacking Methods of hacking
a) Steal vehicle and goods a) Human hacking
b) Vehicle control b) Stealth malware

c) Financial gain c) Unauthorized remote access

d) Fame d) Insider threats

e) Damage vehicle e) Personal information
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5. VULNERABILITIES AND ATTACK POINTS IEEE
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5. VULNERABILITIES AND ATTACK POINTS IEEE

ISIE
2025
Attack Point Vulnerability Type Example Attack
In-Vehicle Networks Message injection, Spoofing Remote brake control
Telematics/Infotainment Remote execution, Pivot attacks Remote Jeep Hack
Keyless Entry Relay attacks, Replay Car theft without key
OTA Systems MitM, Malicious firmware ECU updates
V2X Message spoofing, DoS Fake emergency alerts
ADAS Sensors Adversarial ML inputs Stop sign misclassification
ECU Firmware Flashing attacks Engine remapping
OBD-lI Unauthorized access Airbag disabling
QIEEE oime leo  Spuseautylor meligen Tarsporaton sysems: Foundatons



6. COUNTER MEASURES IEEE

ISIE
2025

Attack Vector

In-Vehicle Network (CAN, FlexRay, Ethernet) Message spoofing, replay, injection

Telematics & Infotainment Units
Keyless Entry Systems
Over-the-Air (OTA) Updates
Vehicle-to-Everything (V2X)

ADAS / Autonomous Al Perception
ECU Firmware / Bootloaders
OBD-IlI / Diagnostic Interfaces

GPS / GNSS Signals

|EEE

& IEEE o e

Common Attack Types Countermeasures / Defense Strategies
- Message Authentication (e.g., AUTOSAR SecOC)
- Intrusion Detection Systems (IDS)

- Secure software development (SDL)

- Hardened OS and sandboxing and secure OTA

- Ultra-Wideband (UWB) technology

- Key fob motion sensors and RF detection

- Digital signature verification

- Secure boot and rollback protection and encryption
- PKI and digital certificates

- Misbehavior Detection Systems (MDS)

- Adversarial training of ML models

- Sensor fusion (e.g., camera + radar + LIDAR)

- Secure boot

- ECU-level cryptographic authentication

- Access control and authentication

- Time-limited diagnostic sessions

- GNSS signal authentication (SBAS, RAIM)

- Sensor fusion with IMU/map data

Remote code execution, pivot to CAN

Relay attacks, replay attacks
Man-in-the-Middle (MitM), firmware tampering
Message spoofing, Sybil, DoS

Adversarial inputs, sensor spoofing

Flashing unauthorized firmware

Unauthorized access, data theft

Spoofing, jamming
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/. METHODS AND PROCESSES IEEE
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2025

* Cybersecurity does not start and end with cryptography

 Cybersecurity needs to be an integral part of the whole development process
 Standards need to be applied to cybersecurity properties

 Cybersecurity needs to be deployed even after development s finished

 Cybersecurity is essential to protect assets, people and the environment

- —— — LN - NI Control
e Determine * Implement

Risk ° Security SeCUI'ity ° Manage

Measures Measures Cybersecurity
b EValuate
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/. METHODS AND PROCESSES IEEE

Production ISIE

Monitoring, Inci,dent 2925
and Updating

Threat, Assets, and
Risk Assessment
(TARA)

v

Security Goals,
Requirements and
Specifications

Security Case
Assessment and
Compliance

Technical Security

Functional & Security
Validation

A

Aspects

Design Test

Security Security
Implementation Verification

V-Model - Product Development Process
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/. METHODS AND PROCESSES IIEIIEE

How to Test Vulnerabilities? 2025

Black Box

Testing

Test Case Input Gray Box Test Case Output |
Testing :

White Box Setup for
Testing penetration testing
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8. CASE STUDIES IEEE
ISIE

8.1. Jeep Cherokee Hack (2015) 2025
8.2. Stop Sign Adversarial Attack (2020)

8.3. V2X Message Spoofing (2022)

8.4. Kolmogorov-Arnold Network for EV Chargers

8.5. Analysis of The Most Hackable Venhicles
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8.1. JEEP CHEROKEE HACK (2015) IEEE

ISIE
2025
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8.2. STOP SIGN ADVERSARIAL ATTACK (2020) IEEE

ISIE
2025
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8.3. V2X MESSAGE SPOOFING (2022) ||§|IEE
2025

& Attacker 2
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38.4. KAN DETECTION OF CYBERATTACKS ON EV CHARGERS
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8.5. ANALYSIS OF THE MOST HACKABLE VEHICLES

ﬁ 2014 Jeep Cherokee

Jeep Uconnect System

The Jeep Cherokee is the only vehicle to be
recalled due to its potential hackability, with 1.4
million cars {various Dodge, Jeep, and Chrysier
models) being voluntarily recalled in response to
research finding that they were vulnerable. The
company claims that there had been no known
injuries related to hacking of vehicle systems.

@ Brakes 2%\} Adaptive Cruise

Control

\&/

% Parking
@ Engine Assistance
— Crash
"3” i @ Mitigation

@ Lane-departure Warning Systems
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ﬂ2014/2010 Toyota Prius ﬁ 2014 Ford Fusion

In 2014, Toyota recalled an astounding 1.9 Safety Connect

In the beginning of 2015, Ford, GM and Toyota
Cellular
million Prius hybrids (more than half of all System SYNC System Navlgatlon were sued because their vehicles' systems
Prius cars ever sold) due to faulty software Network
in the car's hybrid-control system contained flaws that allowed hackers to control
‘ Bluetooth @ Wi-Fi some of the cars' features from anywhere.
AM/FM/XM
(B) et 2014
Proprietary
Radio

Self-parking ® Pre-Collision Adaptive Cruise %
System Staeting Systems Control (2010 Prius)
£ less Proprietary Cellular
o Remoteless ‘ Remote
Brakes G@ Key Entry @ Key Entry Radlo Network

Transportation
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https://www.csoonline.com/article/552765/study-names-the-five-most-hackable-vehicles.html
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9. STANDARDS AND REGULATIONS IIEEE

Automotive Cybersecurity Standards 2025
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“Cybersecurity Guidebook for Cyber-
Physical Vehicle Systems”
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9. STANDARDS AND REGULATIONS IEEE

There are regulations in Europe 2025
Regulations: UNECE R155/R156 and ISO 21434
$IE{H SAE 21434 Product Security . UNECE Vshicle Type Approval
Tier2 Tier 1 OEM Apprearl
: Authority
- ONSEMI |
.{ IS0V SAE 21434 Supplier Capability . UNECE C5MS/SUMS Approval
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Security Assessment and Penetration Testing
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10. RESEARCH OPPORTUNITIES ||§||EE

a) Real-Time Intrusion Detection (IDS) and Prevention for In-Vehicle Networks 2025
b) Securing Over-the-Air (OTA) Updates and Software Lifecycle Management
c) Al Robustness and Adversarial Attack Protection in Perception Systems

d) V2X Security and Misbehavior Detection

e) Security of Autonomous Driving Decision-Making and Control Systems

f) Security Testing, Penetration Testing, and Dataset Generation for Automotive
Systems
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10. RESEARCH OPPORTUNITIES ||§|IEE
2025

= Blockchain enhances integrity, trust, and decentralized validation across OTA
processes, V2X communications, and forensic logs.

* Quantum technologies—from QRNG to QKD and PQC—enable vehicles to
prepare for a future where classical encryption is broken by quantum computers.

= Secure OTA plays a central role, allowing automotive systems to evolve
dynamically as new cryptographic standards emerge.
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11. FINAL CONSIDERATIONS IEEE

ISIE
2025

The tutorial highlighted the growing importance of
cybersecurity in Intelligent Transportation Systems
(ITS), driven by the rise of Connected, Autonomous,
Shared, and Electric (CASE) vehicles. Key topics
Included safety, regulatory compliance (ISO 21434,
UNECE WRP.29), financial risk, and brand
reputation. Real-world Iincidents like the Jeep
Cherokee Hack and V2X spoofing were discussed,
along with critical attack points such as CAN Bus
and ADAS systems. The session emphasized multi-
layered defense strategies and outlined ongoing
research challenges, reaffirming cybersecurity as
essential for the safety and trust in future mobility.
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